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Wi-Fi Wireless MCU Module

General Description

The WF3230 module, is a 802.11b/g/n, IPv4 & IPv6 Low Energy module

based on CC3230S/F SoC.

The module offers a unique combination of lower power, integration of all
external components including chip antenna at a very affordable cost.
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Created for loT , the WF3230 module is a wireless module that integrates
two physically separated on-chip MCUs, application processor and network
processor.
The WF3230 module is supported by easy to work with software to lower the threshold of using Wi-Fi technology or
speeding up design time significantly.
The combination of affordable cost, lowest power and ease of use makes it an ideal product for the mass market,
including the makers community.

Key Features

Fully integrated and green and RoHS modules include
all required clocks, SPI flash, and passives
802.11b/g/n: 2.4 GHz
FIPS 140-2 Level 1 validated IC inside
Multilayered security features help developers
protect identities, data, and software IP
Low-power modes for battery-powered applications
Coexistence with 2.4-GHz radios
Industrial temperature: —40°C to +85°C
WF3230 module includes a chip antenna for easy
integration into the host system
1.27-mm pitch QFM package for easy assembly and
low-cost PCB design
Transferrable Wi-Fi Alliance® certification
Application microcontroller subsystem:
» Arm® Cortex®-M4 core at 80 MHz
» User-dedicated memory:

e 256KB of RAM

e Optional 1MB of executable flash
» Rich set of peripherals and timers:

e MCcASP supports two I12S channels

e SD, SPI, 12C, UART, ADC

e 8-bit parallel interface

e Timersand PWM

¢ Watchdog timer

e Up to 21 GPIO pins

¢ Debug interfaces: JTAG, cJTAG, SWD
Wi-Fi network processor subsystem:

» Wi-Fi® core:
e 802.11 b/g/n
e Modes:

— Access point (AP)
— Station (STA)

— Wi-Fi Direct®
e Security:
— WEP
— WPA™/ WPA2™ PSK
— WPA2 Enterprise
— WPA3™ Personal
» Internet and application protocols:
e HTTPs server, mDNS, DNS-SD, DHCP
e |Pv4 and IPv6 TCP/IP stack
e 16 BSD sockets (fully secured TLS v1.2 and SSL
3.0)
> Built-in power management subsystem:
e Configurable low-power profiles (always on,
intermittently connected, tag)
¢ Advanced low-power modes
¢ Integrated DC/DC regulators
Multilayered security features:
Separate execution environments
Networking security
Device identity and key
Hardware accelerator cryptographic engines(AES,
DES, SHA/MDS5, CRC)
File system security (encryption, authentication,
access control)
Initial secure programming
Software tamper detection
Secure boot
Certificate signing request (CSR)
Unique per device key pair

Y VVYVYY
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B Application throughput

> UDP: 16 Mbps, TCP: 13 Mbps
» Peak: 72Mbps

B Power-Management Subsystem:
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» Integrated DC/DC converters support a wide
range of supply voltage:
¢ Single wide-voltage supply
VBAT:2.3Vto3.6V
» Advanced low-power modes:
e Shutdown: 1 pA, Hibernate: 4.5 pA
e Low-power deep sleep (LPDS):
120 pA
¢ Idle connected (MCU in LPDS):
710 pA
e RXtraffic (MCU active): 59 mA
e TXtraffic (MCU active): 223 mA
» Wi-Fi TX power
e 18 dBm at 1 DSSS

Applications

B For Internet of Things applications, such as:
» Medical and Healthcare
e Multiparameter Patient Monitor
¢ Electrocardiogram (ECG)
¢ Electronic Hospital Bed & Bed Control
¢ Telehealth Systems
» Building and Home Automation:
¢ HVAC Systems & Thermostat

Datasheet

e 14.5dBm at 540FDM

» Wi-Fi RX sensitivity
e -96 dBm at 1 DSSS
e -74.5 dBm at 540FDM
B Additional integrated components
» 40.0-MHz crystal
» 32.768-kHz crystal (RTC)
» 32Mbit SPI serial flash(see Device Family)
> RFfilters, diplexer and passive components
B Footprint-compatible QFM package
» 1.27-mm pitch, 63-pin, 23mm x 20.5mm x 2.4mm
B Module supports the Tl SimpleLink Developer's
Ecosystem

e Video Surveillance, Video Doorbells, and Low-Power Camera

¢ Building Security Systems and E-locks
» Appliances
> Asset Tracking
» Factory Automation
» Grid Infrastructure
Device Family
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Device Family
TabO0-E WF32B®eviFcaemi | vy

Part Number Chipset Description Size (mm) Package
WF328A32 CA23F0 With 32Mbit external flash 20 .x23*2. 4 SMDB6 3
WF328AU3] CB23F0| With 32Mbit external flash, wi t 20. 5 ®.24 SMDB» 3
WF328032 CA230 With 32Mbit external flash 20.x87 x82. SMDB6 3
WF328PA0| CAB23FBF Wit hout external flash, wl 20.5 x 2| SMBE6 3
WF328SPAU| CAB2 BF Wit hout exter nadonfneacsthor wiarh ebx] 20. 5 x 2| SMDB6 3
WF323B32 | CQB23F With 32Mbit external flash| 20.5 x 2| SMB63
WF323B B2 CQB238BF| With 32Mbit external flash, wit 20.5 x 2| SMB63
WF323B0O CB23F Wit hout external flash, 20 .x87 x2 . SMDB6 3
WF3238BB2| C323FF With 32Mbit external fl ash 20.x37 x2. SME6 3
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1. References

[1] CC3230S resources: https://www.ti.com/product/CC3230S
[2] CC3230SF resources: https://www.ti.com/product/CC3230SF
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2. Block Diagram

WF3230 module is based on the Tl Instruments CC3230S/F SoC. With an integrated 32Mbit flash, 40MHz XTAL and a
dual band chip antenna or an U.FL connector, it allows faster time to market at reduced development cost.
The module, as seen in Figure 1, comprises of:

- 32 Mbit SPI Flash

- 40MHz XTAL

- 32.768kHz XTAL

- afilters

- adual band chip antenna(only in A series) or an U.FL connector(only in AU series)

I_ ___________________________ b |
| CC3230 :
: |
|
40 MHz
| |
RF_ANT1
| 7 |
| BGN |
UART, z =D—— I
4 S S P F
| S
< 1 |
nReset | > ! |
| @
I :oHﬁFeLttor :
: |
|
23Vit036V! I
i - |
f |
| |
| 32-Mbit |
| SFlash |
- - - - . = -1 o

External SPI

Programming User GPIOs

FigRileNF328M0dul e Bl ock Diagram
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3. Terminal Configuration and Functions
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TabB8EPin Description

Pin Pin Name Tyeg ) Description

1 GND - Ground

2 GND — Ground

3 GPI O10 I/ O GPI1 O

4 GPI1 O11 I/ O GPI1 O

5 GPI 014 I/ O GPI1 O

6 GPI O15 I/ O GPI1 O

7 GPI O16 I/ O GPI1 O

8 GPI 017 I/ O GPI1 O

9 GPI 012 I/ O GPI1 O

10 GPI 013 I/ O GPI1 O

11 GPI 022 I/ O GPI1 O

12 JTAG_TDI I/ O JTAG TDI input . Leave unconnected i
BDE Technology Inc. info@bdecomm.com
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Pin Pin Name Tyg ) Description
13 FLASH_SPI _M | External serial flash programming:
14 FLASH_SPI _n¢( | External serial flash programming:
15 FLASH_SPI _d | External serial flash programming:
16 GND - Ground
17 FLASH_SPI _M (0] External serial flash programming:
18 JTAG_TDO I/ O JTAG TDO output. Leave uncohiNected
19 GPI 028 I/ O GPI O
20 NC - No Connect
’1 ITAG_TCK '/ o JTJAG TCK input.. Leave. unc.onnAntienIt.é-rf
kQpul |l down resistor is tied to this
22 JTAG_TMS I/ O JTAGTMS i nput . Leave unconnected if
23 . _ An i.nte-kfhp-aulllld000wn. resistor is ti.eeth
resistor is required to pull this p
v 4 sop1 _ An i.nte-kfhpfe\ulllld000wn. resistBrpiils.tA.reeka
resistor is required to pull this p
25 GND — Ground
26 GND - Ground
27 GND — Ground
28 GND — Ground
29 GND — Ground
30 GND - Ground
31 NC — No Connect
32 GND — Ground
33 NC - No Connect
34 SOPO _ An i-nte-kQ’lp(-’:luHIlCDOOWﬂ. resistor is ti.eeth
resistor is required to pull this p
35 nNRESET I Thereisaninternal, 100-k Q@ pul |l up resistor opti (
pin to VBAT_RESET. Note: VBAT_RESET is not connected to VBAT1
or VBAT2 within the module. The following connection schemes are
recommended:
e« Connect nNnRESET to a switoah,hoext, erg
36 VBAT_RESET - NRESET will be in a defined stat
LeaveAT VBESET unconwmecpredet o sa
. I f NnRESET cannot be in a defined
connedf _RBSET to the main moAUl a
VBAT2) . Due to the internal pul | u
100Qiks expected.
37 VBAT1 Power g?\éve{/)supply for the modul e, must Qg
GND - Ground
NC - No Connect
40 VBAT?2 Power gf)\éveil)supply for the modul e, must Kf
41 NC - NoConnect
42 GPIl O30 I/ O GPI O
43 GND - Ground
44 GP1 00 I/ 0 GPI1 O
45 NC - No Connect
46 GPIl O1 I/ O GP1 O

BDE Technology Inc.
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Pin Pin Name Tyg ) Description

47 GPIl O2 I/ O GPI O

48 GPIl O3 I/ O GPI O

49 GPI O4 I/ O GPI O

50 GPI O5 I/ O GPI O

51 GPIl O6 I/ O GPI O

52 GPI O7 I/ O GPI O

53 GPI O8 I/ O GPI O

54 GPI O9 I/ O GPI O

55 GND - Thermal ground
56 GND - Thermal ground
57 GND - Ther mal ground
58 GND - Ther mal ground
59 GND - Thermal ground
60 GND - Thermal ground
61 GND — Thermal ground
6 2 GND - Thermal ground
6 3 GND - Thermal ground

(1) = input; O = output; O = bidirectional

The module makes extensive use of pin multiplexing to accommodate the large number of peripheral functions in

the smallest possible package. To achieve this configuration, pin multiplexing is controlled using a combination of

hardware configuration (at module reset) and register control.

The board and software designers are responsible for the proper pin multiplexing configuration. Hardware does not

ensure that the proper pin multiplexing options are selected for the peripherals or interface mode used.

BDE Technology Inc.

9 /15

info@bdecomm.com



533 T

L—B/))Ek w INSTRUMENTS

WF3230SA Partner
Wi-Fi Wireless MCU Module Datasheet

o/ 2y YYEIAT2N) ! ydzaSR t Ay A

All unused pin should be configured as stated in Table 3-2.
Tabl-2 Xonnections for Unused Pins
FUNCTI O S| GNAL DESCRIF PI N NUMB ACCERBLE PRACTI CE

Wake up 1/O source should not be floating during hibernate.
All the 1/O pins will float while in Hibernate and Reset states.
GPI O Genepatpose inpl Ensure pullup and pulldown resistors are available on board

to maintain the state of the I/O.

Leave unused GPI Os as NC

No Conn NC 20,31, 33, 39, Unused pin, |l eave as NC.
41, 45
Leave as NC (Modules contain internal 100-k Q pul | d
SOP Configur atoimppwes 23, 24,| resistorsonthe SOP lines). Anexternal 10-k Q pul | ug
is required to pull these pins high.
Reset RESET input fo Never | eave the reset pin fI
JTA G JTAG i nterf aqf Leave as NC if wunused
BDE Technology Inc. info@bdecomm.com
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4. Specifications

All measurements are referenced at the module pins unless otherwise indicated. All specifications are over process
and voltage unless otherwise indicated.
Over operating free-air temperature range (unless otherwise noted)® ®

ndvazf dzi Swa bl ky Hdzy

Tabd4-k Absol ute Maxi mum Ratings

PARAMETER MI N MA X UNI T
VBAT 0.5 3.8 \Y
Digital I/ O -0. 5 VBAT+ 0. 5 V
Anal og pins -0. 5 2.1 \Y
Operating temperature (T -4 0 85 °C
Storage tempgrature (T -55 13 °C

(1)Stresses beyond tAlbhcoé ult es tMadk i mmyhedRaat s engper manent damage to the de:

ratingsapndlfunctional operation of the device at tReesennmern daendy Qoptehreart icn
Conditsonset implied. -Baposuatced oc abdiotl iuadres f orff extt echedwigc @ erré loidasb imaiyt a
(2)AIll voltage valuesgssawualwisshotbepawttset moVed.

niwSO02YYSYRSR hLISN}GAYy3 /2yRAGAZY A

Over operating free-air temperature range (unless otherwise noted) @ ®®

PARAMETER MI N TYP| MAX UNI T
VBAT 2.3 3.3 3.6 \Y
Operating temperature -40 25 85 €
Ambient thermal slew -20 20 C/minute

(1) When operating at an ambient temperature of over 75C, the transmit duty cycle must remain below 50% to avoid the auto -protect
feature of the power amplifier. If the auto-protect feature triggers, the device takes a maximum of 60 seconds to restart the transmission.

(2) To ensure WLAN performance, the ripple on the power supply must be less than £300 m V. The ripple should not cause the supply to
fall below the brownout voltage.

(3) The minimum voltage specified includes the ripple on the supply voltage and all other transient dips. The brownout condition is also
2.3V, and care must be taken when operating at the minimum specified voltage.

BDE Technology Inc. info@bdecomm.com
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5. Maechanical Specifications

pPBMAYSYaAz2ya

The module dimensions are presented in the following figure:
Note: All dimensions are in mm
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Notes:

All dimensions are in mm

Coplanarity applies to the exposed pads as well as the terminals
Coplanarity shall not exceed 0.1 mm

Warpage shall not exceed 0.1 mm

Drawing
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The footprint for the PCB is presented in the following figure:
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Fi gwbB8d ndi cative Module Shield Marking
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6. Ordering Information

Tab6-EOrdering I nformation

Part Number Size (mm) Shipping Form MOQ
WF3230SA32 20.5x23x2.4 Tape & Reel 1000
WF3230SAU32 20.5x23x24 Tape & Reel 1000
WF3230SN32 20.5x17.5x2.4 Tape & Reel 1000
WEF3230SFAOQ 20.5x23x2.4 Tape & Reel 1000
WF3230SFAUO 20.5x23x2.4 Tape & Reel 1000
WF3230SFA32 20.5x23x24 Tape & Reel 1000
WF3230SFAU32 20.5x23x24 Tape & Reel 1000
WF3230SFNO 20.5x17.5%x2.4 Tape & Reel 1000
WF3230SFN32 20.5x17.5x2.4 Tape & Reel 1000
7. Revision History
Revision Date Description
V1.0 15-Jun-2021 Initial Released
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Contact s

BDE Technology 1| nc.

USA: 67 E Madison St, # 1603A, Chicago, I L 606
Tel =31+317-9589
Websiht e p: // www. bdeEcnoaninh.fcoo@d decomm. com

China4d0®82 162 Scikdnaegpuebustrict, Guangzhou 5
Tel :-282860 65335
Websiht ¢ p: / / www. b d eEcmansni|ceosn@b decmmm. ¢ om
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